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ABSTRACT

Automatic data extraction from semistructured sources such
as HTML pages is rapidly growing into a problem of signifi-
cant importance, spurred by the growing popularity of the so
called ”shopbots” that enable end users to compare prices of
goods and other services at various web sites without having
to manually browse and fill out forms at each one of these
sites.

The main problem one has to contend with when design-
ing data extraction techniques is that the contents of a web
page changes frequently, either because its data is generated
dynamically, in response to filling out a form, or because of
changes to its presentation format. This makes the problem
of data extraction particularly challenging, since a desirable
requirement of any data extraction technique is that it be
”resilient”, i.e., using it we should always be able to locate
the object of interest in a page (such as a form or an element
in a table generated by a form fill-out) in spite of changes
to the page’s content and layout.

In this paper we propose a formal computation model for de-
veloping resilient data extraction techniques from semistruc-
tured sources. Specifically we formalize the problem of data
extraction as one of generating unambiguous extraction ex-
pressions, which are regular expressions with some addi-
tional structure. The problem of resilience is then formalized
as one of generating a maximal extraction expression of this
kind. We present characterization theorems for maximal
extraction expressions, complexity results for testing them,
and algorithms for synthesizing them.

*Work supported in part by the NSF grants CCR-9711386
and ETA-9705998.

1. INTRODUCTION

The World Wide Web is becoming the dominant medium for
information delivery and electronic commerce. The number
of users who routinely use the web to buy goods and ser-
vices continues to increase at a rapid pace. In response,
software robots (called “shopbots”) that allow consumers to
quickly find out the best prices for comparable goods and
services are beginning to emerge. Information about prices
and other attributes of products are typically obtained by
filling out forms at a vendor’s site. Software robots retrieve
such information by automatically navigating to relevant
sites, locating the correct forms, filling them out and ex-
tracting the data of interest from web pages returned as the
result. (Junglee and Jango [17] are two examples of such
shopbots.) Currently almost all web information is stored
as semistructured data, mostly as HTML pages, and shop-
bots need to retrieve data from such sources. Hence auto-
matic data extraction from semistructured data sources is a
problem of significant importance especially in the context
of web-based electronic commerce.

This problem has attracted a lot of research attention re-
cently. The techniques proposed so far, are by and large
centered around creating a wrapper [3, 6, 9, 12, 13, 15, 18,
14, 7, 21, 22], that parses an HTML source and maps it into
a set of structured or semistructured database objects that
can be readily queried and manipulated by applications.

The central difficulty in designing data extraction techniques
is the volatile nature of HTML pages, in the sense that they
change very frequently. Changes occur either because they
have to accommodate new services and content offerings or
because they are dynamically generated in response to form-
based queries. Such variations can give rise to “brittleness”
in data extractors, i.e. they may no longer be able to locate
the objects of interest in the page (such as a form or a table
element). Thus developing data extraction techniques that
are resilient to changes in the data source structure is both
desirable and important. To the best of our knowledge this
problem has not yet been fully explored.

In this paper, we make the first step towards developing a
formal framework for creating resilient data extraction wrap-
pers for semistructured sources. As an example, Web pages



can be represented as sequences of tokens (HTML tags and
strings), and the extraction problem is usually reduced to
the problem of parsing using regular grammars [9, 12, 13,
21, 18, 22, 14, 15], context-free grammars [6, 3] or special-
ized languages [7].

We propose the notion of extraction expressions, which are
tag-marked regular expressions, as a formalization of the
informal concept of the “target object that can be identified
by its local or global context.”

The initial extraction expression is usually derived from a set
of examples (i.e., of HTML pages and target objects) using
one of the known heuristic approaches [13, 21, 22, 9], or one
of the learning algorithms [18, 4, 5], or even manually [14,
15, 12].

We first introduce the notion of “unambiguity” as a con-
sistency requirement for extraction expressions. Unambigu-
ous extraction expressions must identify the target objects
uniquely within any page. We show that ambiguity of any
given extraction expression is decidable in polynomial time.

If an extraction expression can correctly identify the target
object in many variations of the same document, we shall
call such an expression resilient to changes. Unambiguous
extraction expressions can be ordered according to the lan-
guages which they parse. The larger the language — the
more resilient the expression. We thus reduce the problem
of resilience against variations to the task of synthesizing
mazimal unambiguous extraction expressions.

We show that some unambiguous expressions can be maxi-
mized in several different — even infinite number (!) of —
ways and the problem of deciding maximality is PSPACE-
complete. We do not know whether every unambiguous ex-
traction expression can be maximized (although we conjec-
ture that this is possible). However, we propose algorithms
for maximizing a large, non-trivial class of extraction ex-
pressions that arise frequently in practical situations. Our
preliminary experiments with the maximization algorithms
proposed here indicate that they are sufficient to provide
resilient extraction capabilities for a web-based information
harvesting system that we have developed recently.

The remainder of the paper is organized as follows. Sec-
tion 2 surveys the related work. In Section 3, we motivate
the problem of resilient extraction and our approach using
a concrete and realistic example. Section 4 introduces the
main definitions, including the notions of ambiguity and re-
silience. In Section 5, we resolve the complexity of various
decision problems related to resilient extraction. In Sec-
tion 6, we present our maximization algorithms and prove
their correctness. Section 7 illustrates how the techniques
developed in this paper apply to the example of Section 3.
Section 8 concludes our paper. Due to space limitation, we
cannot present the proofs here. However, all proofs can be
found in a technical report at
http://www.cs.sunysb.edu/~guizyang/papers/extraction.ps

2. RELATED WORK

Semi-structured data [10, 1] has recently emerged as an im-
portant area of study. Querying semistructured data through

a query language [11, 2] is one way to extract data. This
technique is applicable when the structure of the data and
the location of the desired object is known to a large degree
and is not subject to drastic changes.

Wrapper based extraction techniques from semistructured
data include [3, 6, 9, 13, 15, 18, 22, 14, 7, 21]. The works
[14, 15] provide a powerful framework for manual extrac-
tion of complex data objects based on the application of
sequences of patterns. An expressive specialized language
for data extraction is proposed in [7]. The language is based
on searches using a subset of regular expressions and other
page restructuring instructions. The works in [3, 9, 13, 20,
22] propose various graphical tools and heuristics for semi-
automatic derivation of regular extraction expressions. Such
techniques could be used at the initial learning stage of our
framework (see Sections 3 and 7). However, none of these
works addresses the problems inherent in resilient data ex-
traction.

The works [18, 21] describe fully automated wrapper gen-
eration techniques that use machine learning induction al-
gorithms (similar to [8, 4, 5]). Such techniques are useful
in our framework since they could supply us with initial
extraction expressions that could then be generalized using
our techniques. A limitation of these approaches, however,
is that the extracted data must be representable as a set of
tuples. An ontology-based approach to extracting data is
presented in [12]. This technique requires that suitable on-
tologies of context keywords, relationships, and regular ex-
pressions for lexicons must be constructed in advance (and
manually). In [6], a heuristic algorithm for automatic gener-
ation of context-free grammar for data extraction purposes
is presented. However this work does not address the issue
robustness of the wrappers in the presence of variations in
source documents.

Overall, with the exception of [6], all data extraction tech-
niques we are aware of rely on regular expressions. Hence,
our results enhance these techniques by providing both the
objective criteria for sorting out the good expressions from
the bad ones, and techniques for making the good extraction
expressions more robust.

3. MOTIVATING EXAMPLE

One of the main problems with data extraction from Web
documents is that the structure of the data might change
due to the dynamic nature of the document or because the
document was redesigned manually and, thus, the location
of the object of interest might be hard to pinpoint. The most
typical changes are insertion or deletion of HTML elements
before or after the object of interest and embedding of the
object inside some other HTML element.

To illustrate, consider the documents in Figures 1 and 2,
which represent the main elements of a typical catalog shop-
ping site. The user can fill out a form to search for a product
by keywords or part number and out come the results. The
top document consists of some header information and a
form. The bottom document is similar, but the form is now
embedded in a table and a new table row, a link to customer
service, is added. If we are building a web robot that goes
around and compares prices, the most likely object of inter-



<pP>
<H1><IMG SRC="supplier.gif">
Virtual Supplier, Inc.

</H1>

<P>

<FORM METHOD="POST" ACTION="search.cgi'">

<INPUT TYPE="image" ALIGN=left
SRC="search.gif">

<INPUT TYPE="text" SIZE="15"
NAME="VALUE"> <BR>

<pP>

<INPUT TYPE="radio" NAME="ATTR"
VALUE="1" checked>

Keywords<BR>

<INPUT TYPE="radio" NAME="ATTR"
VALUE="2">

Manufacturer Part#

</FORM>

Virtual Supplier, Inc.

@  Keywords

< Part#

Figure 1: Original Page

est would be the form. Suppose now that we train our robot
to find the needed form using the top document. We want
to make sure that the robot does not fail even if the site ad-
ministrator reorganizes the document as shown in Figure 2,
if more rows are added to the second document before or
after the form, and (hopefully) if other forms or tables are
added to that document.

To begin, we can try to represent our documents as strings of
objects. For instance, the top document can be represented
as

P H1 /H1 P FORM /FORM

In this representation, we assume that the contents of the
objects H1 and FORM is of no interest. If the insides of, say,
the form are of interest (usually they are), we could expand
the representation as follows:

P H1 /H1 P FORM INPUT INPUT P INPUT INPUT /FORM

Likewise, the second document in the figure can be repre-
sented as:

TABLE TR TD /TD TD /TD /TR TR TD /TD TD /TD /TR
FORM TR TD INPUT /TD TD INPUT /TD TD INPUT /TD /TR
/FORM /TABLE

The exact details of this representations is of no significance
here. It is easy to enrich this model to take the tag attributes
into account, and so on. The point is that documents can
be represented as sequences of tags plus some additional

<TABLE>
<TR> <TD><IMG SRC="supplier.gif"></TD>
<TD><H1>Virtual Supplier, Inc.
</H1>
</TD>
</TR>
<TR> <TD><IMG SRC="cust.gif"></TD>
<TD><A HREF="cust.html">
Customer Service
</A><BR></TD>
</TR>
<FORM METHOD="POST" ACTION="search.cgi">
<TR> <TD><INPUT TYPE="image"
SRC="search.gif">
</TD>
<TD><INPUT TYPE="text"
SIZE="15" NAME="VALUE">
</TD>
<TD> <INPUT TYPE="radio" NAME="ATTR"
VALUE="1" checked>

Keywords<BR>
<INPUT TYPE="radio" NAME="ATTR"
VALUE="2">
Manufacturer Part#
</TD>
</TR>
</FORM>
</TABLE>

Virtual Supplier, Inc.

Customer Service

@ Keywords
o Part#t

Figure 2: Rearranged Page

symbols (e.g., to incorporate tag attributes). Each of the
above strings is an abstract representation of a semistruc-
tured Web document, but alone they do not yet specify the
objects of interest. To tell the robot which object we want,
we can enclose it in angle brackets. To indicate that we are
interested in the second INPUT-element of the form, we can
write the following:

P H1 /H1 P FORM INPUT <INPUT> P INPUT INPUT /FORM
and

TABLE TR TD /TD TD /TD /TR TR TD /TD TD /TD /TR
FORM TR TD INPUT /TD TD <INPUT> /TD TD INPUT /TD /TR
/FORM /TABLE

Since the above expressions are obviously different and each
matches only one of our candidate documents, they are still
not very useful to our robot. However, we can try to gener-
alize them, say, using the syntax of regular expressions:

(Tags - FORM)* FORM (7ags - INPUT)* INPUT
(Tags - INPUT)* <INPUT> 7 ags*

In the above expression, 7T ags is a regular expression that
matches any HTML tag, (7 ags — FORM) matches any tag ex-



cept FORM), and “*” says that the corresponding expression
can be repeated zero or more times.

Since this regular expression matches both documents and
identifies the object of interest correctly, we could give it to
our robot and it will extract the information properly even
if the document changes as shown in Figure 2.

Regular expressions with a marked occurrence of a symbol
will be called extraction expressions in this paper. If an ex-
traction expression can correctly identify the desired object
in many variations of the same document, we shall say that
such an expression is resilient to changes.

The above discussion suggests the following strategy for find-
ing resilient extraction expressions. In the first stage, a small
number of sample variants of the desired document can be
obtained by filling out the same form in different ways. If
the document is static but might change as a result of a
redesign, heuristics can be used to automatically create sev-
eral perturbations of the document. Next, the variations of
the document in question are represented as strings and the
object of interest is marked in each document (this object
must be of the same kind in each case, since we assumed
that they are perturbations of the same document), which
leaves us with a small number of very rigid extraction ex-
pressions. Finally, these expressions are generalized into a
single extraction expression that matches all the instances
of our document.

Once the problem of data extraction is reduced to the prob-
lem of generalizing marked regular expressions, many inter-
esting questions arise. The first of these is: how far should
(and can) we generalize before the robot gets confused? In-
deed, the original extraction expressions were not resilient
because they matched only one document. However, when
they did match, the object of interest was identified correctly
and uniquely. Can it happen that a generalized extraction
expression might match two or more objects and thus con-
fuse our robot (because it will not know which is the true
object of interest)? We do not need to think hard to find
such a generalization: 7T ags* <INPUT> 7 ags*.

This leads to the question of ambiguity of extraction ex-
pressions. For instance, the expression ((qp)*|(7ags —
p) *)<p>p*, where “|” denotes an alternative (union of reg-
ular languages) and (7 ags — p) matches anything but p, is
unambiguous in the sense that whenever it matches a string,
the marked occurrence of the symbol p falls into a unique
place on the string (even though the prefix ((qp)*| (7 ags —
p)*) can match the prefix of a string in more than one way).
In contrast, (qp)*p*<p>p* is an ambiguous expression, be-
cause there are many ways to match the marked occurrence
of p on some strings. For instance, consider qppp. The pre-
fix (gp)*p* can match gp and gpp, so the marked occurrence
of p can match the second or the third occurrence of p.

We believe that (un)ambiguity is an important property of
extraction expressions that places limits on how much we
can generalize from a set of examples. We shall see that
ambiguity can be decided in polynomial time.

While unambiguity is important, we should not loose sight

of the fact that our goal is to find generalizations that are as
resilient as possible. It turns out that extraction expressions
of the form E;<p>E2 can be ordered according to how vast
the regular languages L(E1) and L(E2) are. The bigger they
are — the more resilient the extraction expression is. Ideally,
we would like to find generalizations that are mazimal with
respect to the above order among the unambiguous expres-
sions that match the object of interest on our sample pages.
We show that maximality of any given unambiguous regu-
lar expressions is decidable, albeit it is a PSPACE-complete
problem. Surprisingly, the question of whether every unam-
biguous extraction expression has a maximal generalization
seems to be a hard problem, and it remains open at this
point. However, we shall see that maximal generalizations
do exist for large classes of extraction expressions.

4. EXTRACTION EXPRESSIONS,
UNAMBIGUITY, AND MAXIMALITY

The previous section provided the intuition behind the no-
tions of extraction expressions, ambiguity, and resilience.
We are now going to define these concepts formally and
prove several of their important properties.

Definition 4.1. (Extraction Expression) Given a fi-
nite alphabet ¥, p € X, and regular expressions E1 and Es
over 3, E1(p)E> is called an extraction expression over X.

In other words, an extraction expression is simply an ordi-
nary reqular expression of a special form E1(p)E2, with one
marked occurrence, (p), of an alphabet symbol. O

The language parsed by F1(p)E> is defined as L(F1(p)E-)

déf{p\p € L(E,-p-E3)}. Given a string p € %, we say

that Ey(p)E2 parses p if p € L(E1(p)E2). We also say that
Ey(p)E; extracts p from p if there exist o, 3 € ¥*, such that
p=a-p-f and «a € L(E1),B € L(E»).

Suppose p is a string. We can use E1(p)FE> to extract in-
formation from p as follows: First we can try to split p into
a prefix «, followed by p, followed by a suffix 6. If « is
recognized by E; and (3 is recognized by FEs, then p is the
extracted object. We try such splits until we either succeed
on some split or fail on all candidates.

As illustrated in Section 3, the expression Fi(p)E> might
be ambiguous, i.e., there might be a string, p, where two
different splits can succeed. For instance, p*(p)q parses pppq,
but any one of three p’s in pppq can be returned as the
extracted object.

Definition 4.2. (Unambiguous Extraction Expression)
Expression E1(p)FE> is unambiguous iff for all o, o’ € L(Er)
and 8,8 € L(E2), ifa-p-B=a’ -p-B thena =a' and
B=g. O

Ezample 4.3. (Ambiguous and Unambiguous Extrac-
tion Expressions)  (pq)*(p)X" and (plpp){p)(p|pp) are
ambiguous extraction expressions, whereas (gp)*(p)X* and
(plpp){p) (p|ppp) are unambiguous extraction expressions. For



instance, pgpq can be parsed by (pg)*(p)X* as €-p- gpg and
as pq - p - q. Likewise, (p|pp)(p)(p|pp) can parse pppp in two
different ways. On the other hand, it can be proved that
the last two expressions always parse their matching strings
uniquely. O

Since, as explained in Section 3, we are mostly interested in
unambiguous extraction expressions, from now on the term
“extraction expression” will refer to unambiguous expres-
sions, unless explicitly specified otherwise.

Definition 4.4. (Partial Order among Extraction Ex-
pressions) Fi(p)F> = Ei(p)E> iff L(F1) C L(E1) and
L(F>) C L(E3). We shall also say that E1(p)FE> generalizes
i <p>F2 Od

Informally, extraction expressions that are “larger” with re-
spect to = are more resilient because they can uniquely
parse larger sets of strings. Moreover if Fi(p)F> < FE1(p)E-
then the two expressions parse the strings in L(Fi(p)F>) the
same way. It is easy to see that < is reflexive, antisymmet-
ric and transitive. Therefore, < is a partial order on the set
of all unambiguous extraction expressions.

Note that Fi(p)F> = Ei(p)E> implies L(Fi(p)F2) C
L(E,(p)E2), but not the other way around! Indeed, the
two expressions p(p)ppp and pp(p)pp parse exactly the same
language, but they extract different objects from that lan-
guage: p(p)ppp extracts the second occurrence of p, while
pp{p)pp extracts the third.

Definition 4.5. (Maximal Extraction Expression)
An unambiguous extraction expression £ over a finite al-
phabet ¥ is mazimal iff for any unambiguous extraction ex-
pression £ over 3, if EX €' then L(E) = L(£'). O

For the following examples, we use the expression F1 — F2 to
represent the regular expression that recognizes the regular
set L(E1) — L(EQ)

Ezample 4.6. (Maximal Extraction Expressions)
Although it might not be immediately obvious, both
(X =p)"(p)%" and (gp)” - (¥ = p)" = ¢)(p)=" are maximal

extraction expressions. O

Ezample 4.7. (Unambiguity and Maximality) Given
a non-maximal unambiguous extraction expression £ over
Y, if there exists a maximal extraction expression £ over ¥
such that £ < £, we say that extraction expression £ can
be mazximized to E'.

It is not known whether every unambiguous extraction ex-
pression £ can be maximized. However, even when maxi-
mization is known to exist then it might not be unique. For
example, gp(p)X* can be maximized to

E=-p)"p- E-p X

and

((gp(Z =) )I(Z =p)" — @) (p)X~

(The latter expression is obtained using Algorithm 6.2 in
Section 6, when gp(p)~* is used as input.) In fact, it can be
shown that the above expression has an infinite number of
maximal expressions that generalize it. O

5. COMPLEXITY OF THE AMBIGUITY
AND MAXIMALITY PROBLEMS

Definition 5.1. (Prefix and Suffix Factoring) Given
a pair of reqular expressions E1 and Es over a finite al-
phabet X, the prefix factorization of E1 by F2 is defined

as Ez\EleEf{ozB,B € L(E:),B-a € L(E1)}. The suffix fac-

torization of Eqv by Fs is El/Ezdéf{aEIB € L(Ex),a- B €
L(E.)}. O

It is known that g,\E1 and E1/g, are regular languages, if
both E; and Ej are regular expressions [19]. Thus factors
can be represented as regular expressions. Since every reg-
ular language corresponds to a regular expression and vice
versa, we shall use E and L(FE) interchangeably to denote
the regular language recognized by F.

LEMMA 5.2. Given regular expressions E1 and FEo over a
finite alphabet 3, the regular expressions corresponding to
B\ or Ev/g, can be computed in polynomial time in the
size of E1 and Ea.

LEMMA 5.3. E1(p)E> is ambiguous iff there exist v, 3,7 €
¥* such that a-p-v-p-B € L(E1(p)E>2), a, a-p-v € L(En)
and B,y -p- B € L(E>).

PROPOSITION 5.4. (Necessary and Sufficient Condi-
tion for Unambiguity) An extraction expression E1(p)E-
over a finite alphabet ¥ is unambiguous iff

(Br-p\E1 N Eaf(p.5y) = @

THEOREM 5.5. (Complexity of Testing Ambiguity)
Let E1(p)E> be an extraction expression over a finite alpha-
bet ¥.. Then testing whether E1(p)E> is ambiguous can be
done in time quadratic in the size of E1(p)FE>.

PROPOSITION 5.6. (Necessary and Sufficient Condi-
tion for Maximality) An unambiguous extraction expres-
sion Ev{p)E> over a finite alphabet ¥ is mazimal iff

(Bv-p-Ea)fppy) =X"
and

(EI'P>\(E1 prE2)=%"

LEMMA 5.7. Given a regular expression E over a finite
alphabet ¥, the problem of testing whether L(E)=X" is
PSPACE-complete.



Proof: See [16] O

LEMMA 5.8. For any regular expression E over a finite
alphabet X, the extraction expression (X —p)*(p)E is un-
ambiguous.

Proof: Because (E_p)*'p\(Z —p)* = ¢, we know that

Spr N E=P) N Efpr) =&

for any E. Therefore, (X — p)*(p) E is unambiguous by Propo-
sition 5.4. O

PROPOSITION 5.9. For any regular expression E over a
finite alphabet X, the extraction expression (X — p)*(p)E is
mazimal iff L(E) = X*.

Proof: First (¥ — p)*(p)X* is unambiguous by Lemma 5.8.
Because

(S (E=p)"p T =5~
and
(E=p)"p-2),oy=E=-p) U(E-p) p-X)=5%"

it follows from Corollary 5.6 that (¥ — p)*(p)X* is maximal.
Thus, again by Lemma 5.8, we conclude that (X — p)*(p)E
is maximal iff L(E) =X*. O

THEOREM 5.10. (Complexity of Testing Maximal-
ity) For any extraction expression E1(p)E> over a finite al-
phabet 3, the problem of testing whether E1 (p)E> is mazimal
is PSPACE-complete.

Proof: From Lemma 5.7 and Proposition 5.9, we know
that the problem is PSPACE-hard. Testing whether E (p)E»
is unambiguous only takes polynomial time according to
Theorem 5.5. Then by Corollary 5.6, to test if F1(p)E> is
maximal it suffices to test whether (E1-p- Ea)/p.py) = X~
and (g,.p)\(E1 - p - E2) = 5", According to Lemma 5.2 both
(Ev-p- E2)/(p-5y) and (g, .p)\(E1 - p - E2) can be computed in
polynomial time. After applying Lemma 5.7 again, we con-
clude that the problem of testing maximality is in PSPACE.
O

6. SYNTHESIZING MAXIMAL
EXTRACTION EXPRESSIONS

In this section we first propose an algorithm, called left-
filtering maximization, that can maximize a large class of
unambiguous extraction expressions. Then we develop a
pivot mazximization framework, which can be used to en-
hance maximization algorithms. In particular, when applied
to the left-filtering maximization algorithm, it yields a much
more powerful maximization technique.

Left-Filtering Maximization.

Consider an extraction expression E;(p)E> over a finite al-
phabet X. If (5,.,)\[l1 = ¢, then by Proposition 5.4 we can
replace F2 with ¥* and obtain a more general unambigu-
ous extraction expression: Ej(p)E>= E(p)¥*. (Similarly,
if Eo/(p.p,) = ¢ then we can generalize I/1 (p) E2 to X (p) E.)
The problem is that E1(p)X* might not be maximal, so we
must do some work on FE; to make our expression maxi-
mal. The algorithm, below, is one way to maximize such an
extraction expression.

Definition 6.1. (Finite Sequence Filtering Operator)

Given a regular expression E over a finite alphabet 3, a

symbol p € X, and an integer n > 0, the finite sequence fil-

tering operator E|}, is defined as follows:
def

Elfp =En (XE-p -p-(E-p° - p-(E—-p)

n

where the suffiz p- (X —p)* repeats n times. O

Informally, F||% consists of exactly those strings recognized
by E that contain precisely n occurrences of the symbol p.
Since the intersection of two regular expressions can be com-
puted in polynomial time, F||¥, can be computed in polyno-
mial time.

ALGORITHM 6.2. (Left-Filtering Maximization)

Input: an extraction expression E(p)¥*, where X

is a finite alphabet and E/(;,.E*)”g = ¢,

for some n > 0.

Output: a maximal, unambiguous extraction expression

E'(p)>* that generalizes E(p)X*.

BEGIN

1 F .= E/(p_z*);

2 S=(Z-p) - (FID);
3 n:=0;

4 while F|5 #¢ {

5 S::S+(F||fl-p~(2—p)*—F||fL+1);
6 n:=n+1;

7

8 E' :=E+S;

9 return E’'(p)T*

END

PROPOSITION 6.3. (Correctness of Left-Filtering Max-
imization Algorithm) Let E(p)X* be an unambiguous ex-
traction expression over a finite alphabet X, such that
E/(p{]*)m = ¢ for some n > 0. Then the extraction ezx-
pression E'(p)X* computed by Algorithm 6.2 is a mazimal
and unambiguous generalization of E(p)X*.

Pivot Maximization Framework.
Consider an extraction expression F(p)X* and suppose we
can find an equivalent representation for E of the form:

Ei-qu-Er-q - Eyn-qn-Enga (1)
such that



o Ei{q)X", -+, En(gn)X", Eny1(p)X* are all unam-
biguous extraction expressions; and

o Ei{q)X", -+, En{qn)Y", Eny1(p)X* can be maxi-
mized to E1{q1)X*, -+, E,{qn)X", E;11(p)Z*, re-
spectively.

In such a case, we shall call each ¢; a pivot and say that
E(p)X* is pivot-mazimizable. It turns out (by Proposition 6.6)
that given a pivot-maximizable expression as above, the ex-
pression

(BL-qu-E5- gz By gn - Enp)(p)E” (2)

is a maximal and unambiguous generalization of E(p)X*.

Pivot maximization is a powerful framework for harnessing
the various specialized maximization algorithms. For in-
stance, the left-filtering maximization algorithm can be used
in this framework as follows. Suppose E can be represented
as Expression (1), where E1 matches only a bounded number
of ¢1’s (i.e., El/(ql‘z*)H?} = ¢ for some n > 0), E> matches
only a bounded number of ¢2’s, etc., and F,1 matches only
a bounded number of p’s. Then conditions of left-filtering
maximization apply to each of the E;’s, so we can maximize
the corresponding extraction expressions using that method.
By Proposition 6.6, Expression (2) is a maximal generaliza-
tion of the original expression. Note that this technique is
strictly more powerful than plain left-filtering maximization.
Indeed, to maximize E(p)X* through left-filtering, it must
be the case that £ matches only a bounded number of p’s. In
contrast, pivot maximization requires that only E,+1 must
match a bounded number of p’s, so F itself can potentially
match an unbounded number of p’s.

The proof of correctness of pivot maximization relies on
Proposition 6.5 (and indirectly on Proposition 6.4).

PROPOSITION 6.4. (Composition of Unambiguous Ex-

traction Expressions) If E1(¢)X" and E2(p)X* are un-
ambiguous extraction expressions over a finite alphabet X,
where q,p € ¥ (and q = p is possible), then the extraction
expression (E1 - q- E2){p)X* is unambiguous over X.

PROPOSITION 6.5. (Composition of Maximal Extrac-
tion Expressions) If E1{q)X" and Ex(p)X* are mazimal
unambiguous extraction expressions over a finite alphabet 3,
where q,p € ¥ (and q = p is possible), then the extraction
expression (E1-q- E2){p)X* is mazimal and unambiguous
over 3.

THEOREM 6.6. (Correctness of Pivot Maximization)
If an extraction expression E(p)X* over a finite alphabet 3,
represented as in Expression (1), is pivot-mazimizable, then
Expression (2) is a mazimal and unambiguous generaliza-
tion of E{p)¥X*.

Proof: By induction on n, the number of pivots in FE.
The case of n = 0 is trivial.

Suppose the claim is true for n = k,k > 0. Then for n =
k 4+ 1, we have:

E(p)X" = (Br-q Bk qr Ery1 - qes1 - Eri2)(D)Z" (3)

Let Fbe F=Fi-q--Frx_1-qx-1-Fx-qr - Ex+1. Since
the number of pivots in F' is k, by induction hypothesis we
know that

(Bl @ Ep_1-qee1- B - qr- B ){qee)X" (4)

is a maximal and unambiguous generalization of F/(gr4+1)X".

Because Ej_,(p)X* is a maximal expression that general-
izes Ept2(p)X" (due to the assumption that E is pivot-
maximizable), Proposition 6.5 implies that the result of com-
posing Expression (4) and Ej, o (p)X*:

(Ei tq1 E5 - qz - Ellc+1 Cqk+1 Ellc+2)<p>2* (5)

is unambiguous and maximal. Clearly, Expression (5) gen-
eralizes Expression (3), since Expression (3) is

(F - qrt1 - Erg2) (p)E"
and Expression (4) generalizes F(gr+1)X*. O

7. PUTTING IT ALL TOGETHER

We are now going to revisit our motivating example of Sec-
tion 3 and apply the tools and techniques we developed in
Sections 4 through 6.

Consider the two HTML pages from Sections 4, in their tag-
sequence representation. In both cases, we are interested in
the second INPUT-element of the form. The corresponding
extraction expressions (each one works only for one of the
two pages) are as follows:

P H1 /H1 P FORM INPUT <INPUT> P INPUT INPUT /FORM
and

TABLE TR TD /TD TD /TD /TR TR TD /TD TD /TD /TR
FORM TR TD INPUT /TD TD <INPUT> /TD TD INPUT /TD /TR
/FORM /TABLE

Our strategy is to first generalize these strings into an ex-
traction expression. Learning techniques of [18, 3, 8, 4, 5]
could be utilized at this stage. For the sake of this ex-
ample, we will use a simple left-to-right merging heuristic,
which tries to find a sequence of tags common to the two
strings and takes the union of everything in-between. This
yields the extraction expression below, where we replaced
TR TD /TD TD /TD /TR TR TD /TD TD /TD /TR withTR ... /TR,
to save space:

((P H1 /H1 P) + (TABLE TR ... /TR)) FORM (6)
(TR TD)? INPUT (/TD TD)? <INPUT> 7 ags

In this expression, the symbol “?” means that the corre-
sponding subexpression can occur zero or more times, and
“+” stands for the union, as before.

By Proposition 5.4, this expression is unambiguous, but it
is not maximal. If none of the heuristics succeeds in produc-
ing an unambiguous expression, then the algorithm fails. An



interesting problem is to develop heuristics for guiding the
disambiguation process for extraction expressions, as men-
tioned in Section 8.

The left-merging heuristics used for the above example is
geared towards the pivot maximization framework. In our
case, we can use the symbols FORM and INPUT as pivots.
It turns out that the conditions for pivot maximization are
satisfied and that both of the three expressions

((P H1 /H1 P) + (TABLE TR ... /TR)) <FORM> 7 ags*
(TR TD)? <INPUT> 7ags* (/TD TD)? <INPUT> T ags*

can be maximized using the left-filtering algorithm (Algo-
rithm 6.2). The result is the following maximal and unam-
biguous extraction expression:

(Tags- FORM)* FORM (7 ags- INPUT)* INPUT
(Tags- INPUT)* <INPUT> 7 ags*

It is worth noting that Expression (6) can also be maximized
by a direct application of Algorithm 6.2. However, this will
produce a different (much larger) extraction expression. The
semantics of the two expressions will also be different: while
the above expression always finds the second INPUT-element
in the first form, the expression produced by a direct ap-
plication of Algorithm 6.2 would be looking for a second
INPUT-element on the page, even if the first and the second
INPUT-element come from different forms.

8. CONCLUSION AND FUTURE WORK

In this paper, we have made the first few steps towards a
theory of resilient data extraction from semistructured doc-
uments. To this end, we defined the notion of extraction
expression, provided a correctness criterion for it (unambi-
guity), and formalized the intuitive notion of such an expres-
sion being “robust” in the presence of changes in the source
document (maximality). We provided complexity results for
deciding ambiguity and maximality and proposed powerful
algorithms that can maximize very large, practical classes
of unambiguous extraction expressions.

Several problems still remain. First, it is still unknown
whether the general problem of maximization is decidable.
Second, there still is a need for learning techniques that gen-
erate good initial unambiguous expressions that could be
used by our maximization algorithms. The works discussed
in Section 2 do not address this issue. One way how the
existing algorithms can help the task of learning unambigu-
ous extraction expressions is as follows: we can use them to
generate ambiguous expressions first. Then we could feed
this expression to a “disambiguation procedure” along with
a number of counterexamples. Developing such disambigua-
tion techniques is a topic for future research. The third line
of work is to explore classes of regular expressions that can
be maximized with lower computational complexity.

Another interesting issue is to explore data extraction from
XML. Although XML documents are generally better struc-
tured than HTML, automatic extraction from such docu-
ments calls for the creation of ontologies in order to be able

to generate suitable queries automatically. We believe that
the techniques presented here along with the works on learn-
ing regular expressions discussed in Section 2 can provide a
simpler solution. However, XML can make this task simpler
and more reliable. One interesting issue here is using DTDs
to guide the learning algorithms.

Finally, we should mention that, like all extraction tech-
niques that are based on regular expressions, our framework
has limitations. For instance, we cannot learn or general-
ize extraction expressions that can be expressed only us-
ing context-free grammars. A typical example here is ex-
tracting the middle row from dynamically generated tables.
Indeed, the training set for such a learning system would
consist of extraction expressions of the form TR < TR > TR,
TRTR < TR > TRTR, etc. The desired pattern to learn here
is TR® < TR > TR*, but the language recognized by this ex-
pression is not regular, so this extraction problem cannot be
solved using regular expression based techniques. It would
therefore be interesting to extend our framework to include
more general patterns.It would then be possible to apply our
results to works like [6] and, thus, enhance their results.
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