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Abstract. In this paper we introduce the Incremental Distributed
Dispatcher Manager (IDDM) that is designed to hande control
problems with large numbers of tasks and cooperative aents
where only partial and roisy information is avail able. The IDDM
is a modification of the DDM model that was devel oped to solve
similar problems but in environments where acaurate
information is avail able. There were anumber of chall enges that
had to be addressed in developing the IDDM: (1) agents must be
able to processnoisy information which they then use to compute
a partial solution to a local task; (2) the system must be ale to
integrate the partial results obtained by several agents into a
more aaurate global solution; and (3) even though the
information may be etremely noisy, solutions gould be
developed and integrated in red time. Our approach for handing
noisy information is to first estimate which information is
incorrect, and then to use only the remaining information to form
partial solutions. We tested our model and algarithms in an
environment of many mobile Doppler sensors and targets. Our
experiments demonstrate that our agents reach a high level of
task satisfaction even with a high rate of noise.

1 INTRODUCTION

The Incremental Distributed Dispatcher Manager (IDDM) is a
hierarchicd model that manages large-scde aent systems in
noisy environments. The environments are large (virtual) aress
occupied by a large number of tasks and a large number of task
solving agents. In a large-scde environment it is usualy
necessry to use many simple and cheg agents instead of fewer
sophisticated bu expensive ones. However, measurements
taken by such simple aents usualy are less acarate and the
agents may need to use partial and ndsy information when
trying to solve tasks. Thus, handing partial and nadsy
informationis esentia in large-scde aent systems. In previous
work similar  environments with partial information
charaderistics but withou noise were mnsidered [11]. For those
environments, a hierarchicd model and a mecdhanism to
combine partial results to solve tasks was proposed. In this
paper we present a modified version o that model that is
appropriate for handing incorred information by following a
data reusability strategy. A set of comprehensive experiments
was condwcted to test the IDDM performance in such
environments. There ae several domains where such problems
arise: satellites that are tasked to form a general picture of a
large aeg satellit es that form weaher maps; agents that control
air or ocean pdlution; sensor webs that watch geographic aess

for passng aircraft; and urmanned air and gound \ehicles that
must be jointly tasked onsurveill ance missons.

We gplied the IDDM model to a chall enge problem from the
DARPA Autonamous Negatiation Teans (ANTS) program and
developed a simulation to test the model. Inthe ANTS problem
sensing agents must be dlocaed to moving targets (tasks) in a
distributed and ared time environment.

2 ENVIRONMENT DESCRIPTION

We mnsider environments stisfying the following properties:

1. There ae many task-entities in the environment
(possbly virtual).

2. Eachtask-entity is asociated with atask-state & a
given time and the state of atask-entity may change
over time. We dencte the set of al the task-states TS.

3. Thereisaset of Sampling Agents (SA); eadis ableto
take measurements. Each sa[JSA is asciated with an
agent state that may change over time. We denate the
set of all possble sampler-agent states SAS.

4. Sampling-agents are ale to oktain measurements on
the task-entities if they are (virtually) located rea the
task-entiti es. The measurements provide only partia
information onthe task-states and may be mistaken.
The set of all passble measurementsis denoted MTS.

5. Given k corred conseautive measurements taken by
the same agent, ending at timet, thereisafunction
PosTS that returns a set of posdble states for the task-
entity at timet. If at least one of the measurementsis
incorrea, the functionwill fail.

6. Given two task-states sl and s2 and two time paoints t1
and t2, t2>t1, there is a Bodean function ResBy that
returns true if it is possble that if the task’s gate was
sl at t1, it could be s2 at t2.

Note that the ResBYy is applicable only for corred samples. In
this paper we @nsider cases of noisy measurements. Even a
small deviation in ore of the samples prevents the agent from
computing passhble states. Furthermore, in such situations the
PosTS furction fails, but does not identify the spedfic
measurement that caused the fail ure. This means that the agents
can deted that among N measurements there is one that is
incorred, however, it canna determine which measurement out
of the N conseautive samples is the noisy ore. Therefore, in a
noisy environment one incorred measurement will cause one to
rgjed al N conseautive measurements. We have improved the
basic DDM model to overcome this problem. In the improved



model, noise in ore of the measurements will not cause the
rgjedion d all conseautive N measurements but will alow the
formation d a new set of N conseautive measurements out of
the acarate measurements. We adieved this improvement by
developing methods for deteding and isolating the noisy
measurements. Improving DDM so that it would make use of
only what were believed to be the most acarate measurements
also increases the fault tolerance of the model. Alongside the
benefits of reusing acarate measurements we found that a
disadvantage of the IDDM model was the need for more
computation time to hand e the same number of measurements.
However, if the complexity of the PosTS is low enough as in
our ANTS applicaion, the agents are still able to find solutions
inred time.

3 THEINCREMENTAL DDM M ODEL

The organizaion structure of the IDDM is smilar to that of the
DDM. We recdl here the main ideas from [11]. The cetersin
both models are organized hierarchicdly and ead is associated
with a particular virtual zone. We refer to eah center as a
coalition leader, cl. Agents report to an immediate d that passes
the informationto its leader. Each cl passes down instructions to
dired agents.

A fixed number of agents are avail able to sample task entities
in the controlled virtual zone. The agents use an internal clock
to tag eah measurement with a time. The docks in the system
need ony be synchronized occasionally; althougdh this can result
in small differences between the docks, the system can ded
adequately with such variations.

Upon retrieving measurements the sampling agent computes the
posshble states for eat sampled task entity. Task states are
prodwced using N correct conseautive measurements.

Definition 1. CMTSis a set of vectors. Each vector consists of
N consecutive measurements taken by the same salJ SA.

Formally, CMTS ={<t,,m, >,...,.<ty .My, |
m, O MTS andtaken by the same agent, t,,, =t, +1}

Every sampled task entity may be assciated with several
possble task states derived from the same raw data. All
possble task states are cmbined with the sampling agent state
toa cgsule.

Definition 2: A capsuleis apair of task-states st anda
sampling agent state.

capsule =< sa,{ts,,...,ts,_,} > where saJSA ts, OTS

Given a sampling agent state, a casule represents a few
posshle states of a task entity at time t as measured by the
cgpsules are the basic information urit communicaed by
sampling agents to their cl up the hierarchy to the top.

The IDDM model includes cl agents. The d agents control
virtual zones. Each higher level cortrols a larger virtual zone.
We will refer the ontrolled virtua zone & a zone. We
distingush between two types of cl agents: a zone coalition
leader agent, zd, and a sampler coalition leader agent, scl.
While the zd controls other cl agents the scl cortrols the

behavior of a set of sampling agents in its controlled zone. The
main gal of both types is to oktain information abou task
entities in its controlled area Ancther important role of the zd
is to balance the number of sampling agents in its zone. The
main difference between a zd agent and a scl agent is that the
first is resporsible for an area @mbined ou of different zones
whil e the latter is diredly resporsible for the behavior of the
sampling agents in a spedfic zone. Therefore, many o the zd
agents may be in charge of other zd agents at alower level. The
zd agents are in turn in charge of scl agents. The top-level cl
processes the up coming capsules to form a global information
map.

Definition 3: Aninformation map is aset of pairs <p,ts >

where ts; isafunction from time periodsto TS and 0<p <I.

Intuitively, eat such pair indicaes that the sampling agents
estimate that, with probability p. there is a task-entity in the
environment and that the way its date is changing owr time is
spedfied by ts , i.e., the state of this gate-entity at agiven time
t; is ts(tj) .

We do nd distinguish between the two types of cl agents when
we gply the dgorithm of information map formation in the top-
level cl. However, the control algorithms for zd agents and
sampler coalition are different. Whereas the zd shoud balance
the number of sampli ng agents between zones and shoud dedde
how many shoud passfrom one zone to ancther, the scl shoud
follow orders from its superior zd and dedde which sampling
agent to pass and hav to dothis. scl shodd also dred the
sampling agents in the zone that it is in charge of. We will not
discussthe latter sampler role further in this paper.

The IDDM design has important fault tolerant properties. A
sampling agent can cdculate possble states of a task withou
the nead o ancother agent. A sampling agent may also acjuire
information abou the same task from a different point of view
and establi sh the right description d the task entity as afunction
of time. As we use more sampling agents we gain better
performance. In addition if one of the leaders is disabled, it is
replacal by ore of the other agents below it by its leader. If the
top-level leaer stops functioning, then the leaders at the second
level will distributively choose a top-level cl replacament.
These properties are inherited from DMM. However, the main
advantage of IDDM is its ability to hande extremely naisy
information.

We ca apply IDDM to many problems by mapping the IDDM
entities to the domain entities. For example, in the cae of
satellites used to tradk forest preservation we can map eadh
sampling agent to a satellite and ead forest segment under
surveill ance to a task entity. In a later secion, we will discuss
an implementation d the IDDM in the ANTS domain invalving
mobil e targets that are to be tradked by an array of Doppers.

4 ALGORITHM DESCRIPTION

The IDDM uses the three dagorithms of the DDM model
aongside with a general algorithm for cmts generation that will
be presented below for the IDDM.



Each sampling agent will apply the ants generation
algorithm to produce anew cmts to the casule generation
algorithm. The casule generation algorithm cdls the domain
dependent function, PosTS, to deduce aset of possble task
states using the generated cmts. It uses the set of possble
task states and the sampling agent state to produce a
capsule.

The IDDM top-level cl adops two more dgorithms from
DDM. The first is resporsible for combining incoming capsules
to the global information map using the domain dependent
function PosTS. The inpus to this algorithm are the sampling
agent state and the amts generated by an IDDM function. We
described below how IDDM generates a ants. The second
algorithm is resporsible for generating the information map.

We present here the dgorithm to be used by a sampling agent
upon receving rew noisy measurements. The dgorithm is
resporsible for the generation d one ants. The dgorithm takes
the newest N-1 measurements of the last cycle dongside with an
incoming measurement and tries to form new cmts. In the cae
of one measurement damaged dwe to sampling nase no cmts
will be produced. Reusing acarrate samples can overcome such
noise. Adopting the IDDM produces more ants than the basic
DDM. Calculating tasks gates out of the N cmts is a difficult
task therefore; in a red time environment the processng time
may be a cucial fador.

Cmts generation algorithm
Input: former list of measurements(old_list),
anew measurement (s)
Qutput: new list of measurements (new_list),
a ants (cmts)
new_list = old_list
/I create new empty list if there was no previous information or
if the new measurement is not consecutive to the last one store
intheold list
if (new_list == null || stime!= new_list.last().time+1)
new_list = new List()
new_list.addToTheEnd(s)
if (new_list.size() == N)
cmts = new CMTS (new_list)
new_list.removeFirst()
else cmts=null
Return new_list and cmts

The order of this algorithm is O(1). The measurement needs N
valid conseautive measurements to form a ants that is used to
find a set of posdble tasks dates. When at least one of the
measurements out of the N is incorred the dgorithm canna
find any passhble task state.

5 SIMULATIONS

5.1 The ANTS challenge problem

The ANTS problem uses an array of Dopper sensors to deted
and trad targets located in its surroundng area Every Dopper
sensor is divided into three separate sedors, eadh resporsible
for a 120 degree segment. At any gven time only one sedor
may be adive. Each sensor has only partial information abou

sensed targets. The Doppder may have information abou the
distance of the target as a function d the angle, while the angle
figure is unknown, and abou the radia velocity, which is the
velocity of the target towards the sensor. Note that having an arc
that atarget islocated onanditsradia velocity isnot equivalent
to having the locaion and \velocity of the target.

In the ANTS challenge problem Dopger sensors may have
aswciated ndse when sensing targets. This noise leals to
misleading arc data and a wrong radial velocity. We were
interested in finding a good way to owercome noisy data and
prodwcereliable resultsin red time.
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Figure 1: Sampling noise. Incremental vs. basic DDM
—target tracking percentage and average time.

We simulated a geographic areaof 1200 by 900meters in
our experiments. 30 targets were passed into the supervised area
with a randam initial location, diredion and wvelocity (of up to
50 km. per hour). Each target, uponleaving the aeg resulted in
a new target entering the aea The new target arrived from the
exit locaion and had the same velocity. A randam velocity and
diredion implies that target remains in the aeafor a randam
time. For instance, we saw that 29% of the targets sayed less
than 60seconds in the controlled zone. In the basic setting there
were 20 Dopders in the environment. Each Dopder had a
randam location, diredion and welocity of up to 50 klometers
per hou. Each sedor had a maximum range of 200 meters.
Eadch experiment simulated ore hour. The aiteria for fitnessof
a target to a cdculated path was: (1) the distance between the
cdculated Locaion(t) and the red Locaion(t) was lessthan 1
meter, and (2) the difference between the cdculated V(t) vedor
and the red V(t) vedor was lessthan 0.1 meter per second We
considered two kinds of noise in ou simulations: sampling
noise and communicaion nase.
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Figure 2: 70% sampling noise. Target tracking
percentage and average time as a function of the Doppler
number.



5.2 Sampling noise

Using sampling cevices leads often to inacarate measurements.
Many sampling systems drive to balance quantity and quality.
We investigated the mnsequences of using small numbers of
acarate sensors versus large numbers of inacarate sensors.
One of the key questions is how tolerant the system is to the
inacaracy of its nsors. Sampling nase tends to be related to
the distance from the center of the sensor to the sampled target.
We gplied the foll owing sampling nase model:

1 F(r)=x0?/R?

where x is the percentage of noise. We refer to x as the noise
fador, r is the distance from the center of the sensor to the
sensed target and R is the maximum detedion range. We wanted
to study the dfed of x onthe performance of IDDM.

Figure 1 presents the performance of the IDDM model

versus the basic DDM model when the sensors suffer from
sampling nase. The deaease in the percentage of the tracked
target was more moderate in the IDDM. Moreover, the IDDM
could track the targets abou 10% faster regardless of the noise
fador. The results indicate that when wsing faulty and nadsy
sensors IDDM was preferred over the basic DDM model.
We used sensors with 7% sampling nase to study the
influence of the sensors quantity on the target trading
percentage and the tradking average time. Figure 2 presents the
performance of IDDM when using 2Q 25 and 30such sensors.
As the number of Dopgers increased the arerage tradking time
deaeased while the traking percentage increased. Comparing
Figure 1 and Figure 2 shows that using 30inacairate Doppers
with 7% noise fador is equivalent to using 20 acarate
Dopgers. Using 25 Dopgders with a sampling ndse of 70%
results in the same tracking percentage & when uwsing 20
Doppgers with 10% sampling nase. The results indicate that the
IDDM is very tolerant towards sampling ndase & it alows
compensation in terms of participating sensors.
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Figure 3: Communication noise. Incremental vs. basic
DDM -—target tracking percentage and average time.

5.2 Communication noise

In ared-time cmmunication system we often facethe dedsion
of whether to invest resources to improve the reliability of the
communicaion channel. Investigating this dilemma is one of
the goals in a fault tolerant communication system. In the cae
of the ANTS domain, there ae communication channels leading
from the Dopders up the hierarchy. We agplied a

communicaion ndse model. In this model there was a cetain
probability that a message sent by a Dopder did na read the d
due to faulty or noisy communicaion channels. We gplied a
constant noise probability to imitate ommunicaion nase. Such
kind d noise represents noise in many systems that use
communication ([13)]).

2 F=Xx

Examining Figure 3 ore can see that both the DDM and the
IDDM can mange with sampling nase of 10%. However, while
the naise fador influenced dramaticdly the performance of the
DDM, starting with very small fador, the number of traded
targets when wsing the IDDM deaeased more slowly. The DDM
could track only 23% of the targets when faced with a noise
fador of 40% while the IDDM tradked 50% of them. With a
noise fador of 50%, the number of the tradked target dropped to
10% when using the DDM while it was 34% when the IDDM
was used. Looking at the tradking average time one can seethat
the IDDM improved the times by abou 10%. However, only the
IDDM could cope with a 70% noise fador.

6. RELATED WORK

The benefits of hierarchicd organizations have been argued by
many. So and Durfee draw on contingency theory to examine a
variety of benefits of hierarchicd organizations; they portray a
hierarchicdly organized network monitoring system for task
decompoasition and also consider organizaiona self-design [8].
DDM differs in its organizaion we to dyramicdly balance
computational load andin its way to suppat mobile agents.

The idea of combining partial locd solutions into a more
complete global solution gaes badk to ealy work on the
distributed vehicle monitoring testbed (DVMT) [14]. DVMT
also operated in a domain of distributed sensors that tracked
objeds. However, the dgorithms for suppat of mobile sensors
and for the adual spedfics of the Dopper sensors themselvesis
nowvel to the DDM system.  Within the DVMT, Corkill and
Lessr investigated various tean organizaions in terms of
interest areas which partitioned problem solving nodks
acording to roles and communicaion, but were not initially
hierarchicdly organized. Wagner and Lesser examined the role
that knowledge of organizaional structure can play in control
dedsions[1Q].

The DDM is discussed thorougHy in ([11]). It took advantage
of the hierarchicd organizaion and wsed it as an efficient way
of reducing the uncertainty associated with solutions based
strictly on locd information by combining partial locd
solutions into a global solution, and as a structure for building
more fault tolerant systems. The incremental DDM takes the
advantages of the DDM one step further and increases
dramaticdly its fault tolerant cgpabiliti es: it deteds misleading
information and makes use of a recycling mechanism to allow
reuse of acairate information.

Alternative gproaches to redtime distributed resource
alocation are being explored within the ANTS program [4,15)].
All of those methods assume that agents are stationary. Vincent
et al use alimited team organizaion, assgning agents to secor
managers [16]. Each manager is fusing information for



trakking;, a hierarchicd organizaion serves to limit
communication among agents and to provide ameasure of fault
tolerance if a sedor manager is disabled, another can fill in.
Approadies within the ANTS program that ded with ndse
invalve filtering pocesses combined with heuristics that set a
threshold on measurements: the lower the measurement, the
more likely the distance to the target is large. If the
measurement is lessthan the noise threshold, the measurement
isdiscarded as urreliable.

In the simulations used in the other ANTS projeds, sensors
are stationary and must coordinate their measurements with
other sensors to oltain acarate estimates of atarget. The way
the information gathered by a sensor is used to find the exad
locaion and \elocity of a sensed target is to intersed three acs
taken at the same time by dfferent sensors. Eacdh of the three
arcs represents a posshle locaion d the target. The results of
this method are acwrate and fast if the data is not noisy.
However, the neal for coordination among three mobil e sensors
in order to take measurements of the same target at exadly the
same time is hard to fulfill . Any ladk of synchronizaion leadsto
inacarate results. Moreover, having nadsy sensors, the
agreanent among the three sensors may result in wrong
locaions and welocities of the sensed targets. It takes only one
noisy sensor out of the threeto lead to amislealing result as the
agreament takes into consideration the threesensor data.

Ammar at al ([12]), discussisaues that arise in hardware and
software fault tolerant systems; they also analyze the impad of
fault tolerance requirements on system design and the impad of
fault tolerance provisions on system reliability. Their work
suggests redundancy as a basis for fault tolerance They
caegorize three kinds of redundancies: temporal redundhncy,
spatial redundancy, and informational redundancy. In ou work
we use redundancy of computations as we @mpute more
cgpsules than the DDM; therefore IDDM has temporal
redundincy. As we have suggested, to owvercome noise one
shodd use more sensors; therefore IDDM also has satial
redundancy. Sampling the same targets from different points of
view leads to data redundancy; therefore IDDM aso has
informational redundancy. Having these redundhncies is
obtained by applying a large-scde organizaion o
unsophisticated agents as suggested by the IDDM model.

7. SUMM ARY

In this paper we have introduced a hierarchicd approach to the
redtime management of large-scde task and tean environments
where gents must identify the changing states of task-entities.
We have developed several algorithms for each type of node in
the hierarchy. We have extended the DDM system, described
elsewhere, with incrementa agorithms to hande noisy
environments. Through extensive eperiments in a simulated
domain, we demonstrated the aility of IDDM to processnoisy
local information to produce partial solutions to locd tasks.
The system can then integrate locd information from sensors
into amore acarate global solution, and it does 0 inred time.
In order to apply IDDM in a different environment, it is
only necessary to define two damain spedfic functions
with low complexity: PosTS that maps measurements to

possble states and ResBy that determines whether one
given task state can be the cmnsequence of ancther given
task state. Give these functions, all the algorithms of the
IDDM that were implemented for the ANTS domain can
be gplied. Thus, we believe that the results ohtained for
the ANTS simulations are general and will be ohtained in
any such damain.
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